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e data: keyword-based content queries submitted to an eDonkey server

e parameters: 21 paedophile keywords, 10 weeks 24/7 recording

e model: paedophile query at least one paedophile keyword
paedophile user at least one paedophile query

e goal: accurate facts about paedophile users on an eDonkey server
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Number of paedophile queries

¢ highly heterogeneous distribution, power-law
¢ 66% of the paedophile IPs submit only one query

Open Issues:
e Upper and lower thresholds of queries to be considered paedophile
e automatic re-submission of queries
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e variety of paedophile keywords contained in queries
¢ 96% of the paedophile queries contain one keyword

Open Issues:
e Some queries with up to 9 keywords: Is it a human behavior?
¢ should we eliminate queries with more thakeywords?
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e ONce an IP makes a paedophile query it remains paedophile till the en e paedophile keywords, sorted by frequency of appearance

e New paedophile and non-paedophile IPs continuously discovered

Conclusion

e some keywords may be too common
e eDonkey clients may have unexpected behaviours
e ONne query over 1,000 is paedophile

Open Issue:

e One keyword in 60% of the paedophile queries: may be not-so-specific

Futurework

e study combination of keywords
e consider ages as paedophile keywords
e refine the definition of a paedophile query
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