Paedophile activity in a large P2P system
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1 paedophile query every 33 seconds
0.22 % users enter such queries

Measurements

» eDonkey P2P network, one of the largest in use
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» Recording of keyword queries submitted to the search engine

Two measurements
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-+ strong anonymisation

Detection tool

Tags any query as paedophile or not paedophile

4 categories of paedophile queries: examples

> with “explicit” keywords (ex.: qqaazz little girl) - e
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» with “child” and “sex” related keywords (ex.: porno infantil) e carte leggendarie gba
» with “parents”, “child” and “sex" keywords (ex.: incest mom son video) pittbul
» with an age below 16 and a “child” or “sex” keyword (ex.: 12yo fuck video) er medici in prima linea cover
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Map of paedophile activity

Tool assessment

not paedophile or | don’t know

Error rates:
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Paedophile activity in Europe. The darker a country is coloured, the higher
the fraction of paedophile queries received from this country.

WARNING: language and encoding issues, erroneous geolocation, etc.

Quantification results

Contributions

» Large-scale datasets on P2P activity

» Largest sets of paedophile queries
» Reference methodology

» Automatic detection tool

» Rigourous quantification
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» Temporal evolution
» Age-related queries
» Content rating system

Typical data
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21 independent experts (Europol, national authorities, NGOs)

tag queries as paedophile, probably paedophile, probably not paedophile,

correct: 98.61%

= our tool — paedophile

wrong: 1.39%

correct: 75.5%

< wrong: 24.5%

< few errors, rigorous quantification

!

» 0.25% queries are paedophile in our datasets

» 0.22% users are paedophile in our datasets

» Study of other networks (KAD, Gnutella, etc.)
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